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WBA Legislative Meeting & Dinner

Wednesday, February 15, 2012
Little America Hotel - Cheyenne Room & Grand Ballroom BC

1:30 p.m. Legislative Review Session -- 6:00 p.m. Reception

RBSV®P Beminder... The Wyoming Bankers Association annual legislative dinner will be held in
Cheyenne on Wednesday, February 15, 2012 at the Little America Hotel & Convention Center.
The reception will start at 6:00 p.m. and the dinner at 6:30 p.m. Steve Happel will update us on
the economy at approximately 7:30 p.m. This is an excellent opportunity for officers, directors
and contact bankers to become actively involved with legislators. Also, it is an avenue to express
your support and respect for policy makers who have a major influence on the economic and bank-
ing issues for the State of Wyoming. For these reasons and more, it is very important for you to
attend and have dinner with our State Officials, Senators and Representatives. Invitations were
mailed to all legislators, state officials and bankers on January 3rd. RSVP by calling Cheryl at
307/638-5008 or by email to cheryl@wyomingbankers.com.

We will be using the “Contact Banker Program” again in 2012. We ask that you personally invite
and plan to sit with your assigned legislator(s) at the dinner. If you are unable to attend, please no-
tify your assigned legislator and encourage his or her attendance.

TENTATIVE AGENDA

Bankers Meeting - Cheyenne Room:
11:30to 1:15p.m.  Visit Capitol and Take your Legislator to Lunch
1:30 to 3:00 p.m. WBA Legislative Bill Review — John Hay/Jeff Fuechsel/Mike Geesey
3:00to 3:15 p.m. Break
3:15 to 5:00 p.m. Guest Speakers—Max Mazxfield, Secretary of State
Copper France/Lix Lutz, Graduate School of Banking at Colorado

Jim Robinson, Senior Economist, Depart. of A & I, State of Wyoming

5:00 p.m. Approximate Adjourn

Legislative Reception and Dinner—Grand Ballroom BC:
6:00 p.m. Reception
6:30 p.m. Dinner (Contact bankers/bankers, please find and sit with your local legislator)
7:30 pm. Stephen Happel "The Economic Devastation by the Fed, Congress and the White
House"
8:30 p.m. Adjourn

ROOM RESERVATIONS!......Our room block has been released at the Little America Hotel and it
is currently sold out. If you still need room reservations, call Little America directly at 800-445-
6945 to check on room availability. Other hotels in the immediate area are the Holiday Express @

307-433-0751 and the Hamiton Inn @ 307-632-2727.




News Briefs From Washington

Database to Combat Financial Fraud
Against Military Members & Families

A database has been developed to combat financial
fraud schemes that target military members,
veterans, and their families. Law enforcement
officials nationwide will be able to access the Repeat
Offenders Against Military (ROAM) Database,
scheduled to go online in early February. The
ROAM database will help law enforcement crack
down on frauds that cross state lines. Read more at

www.consumerfinance.gov/pressrelease/federal-and-
state-officials-announce-new-law-enforcement-

partnership-to-protect-military-community.

Obama Proposes Large-Bank Tax, Again

President Obama during his third State of the
Union Address this week proposed legislation that
would allow all homeowners who are current on
their mortgage loans to refinance at record-low
rates. The President’s plan would give “every
responsible homeowner the chance to save about
$3,000 a year on their mortgage,” Obama said. “No
more red tape. No more runaround from the
banks. A small fee on the largest financial
institutions will ensure that it won’t add to the
deficit, and will give banks that were rescued by
taxpayers a chance to repay a deficit of trust.”

The fee on financial firms with more than $50
billion in assets would fund any program losses on
refinanced loans, administration officials said. It’s a
version of the bank tax the administration proposed
two years ago to recoup the costs of the Troubled
Asset Relief Program (TARP). There was a smaller
version of the tax in last year’s budget that would
have raised $30 billion. Neither proposal moved in
Congress.

Read President Obama’s State of the Union Address
online at www.whitehouse.gov/the-press-
office/2012/01/24/remarks-president-state-union-
address.

CFPB to Consider Rules
Exemption for Smaller Banks

The Consumer Financial Protection Bureau (CFPB)
will explore the possibility of exempting smaller
banks from some of its rules, CFPB Director Richard
Cordray told a House Oversight and Government
Reform subcommittee this week. Cordray said the
bureau may consider setting a minimum asset size to
exclude community banks from new rules. He added
that the agency also will analyze how its rules would
affect banks with fewer than $10 billion in assets.
ABA is advocating that the CFPB and other regulators
adopt an even more flexible, graduated approach to
supervision that recognizes a wider range of sizes,
charters, and business models. Read Cordray’s
prepared testimony before the House subcommittee
at www.consumerfinance.gov/speech/testirmony-of-
richard-cordray-before-the-subcommittee-on-tarp-
financial-services-and-bailouts-of-public-and-

private-programs.

“Trickle-Down Government” Inhibits
Nation’s Economic Recovery

Indiana Gov. Mitch Daniels (R) delivered the
Republican response to Tuesday’s State of the Union
Address and blamed President Obama’s “grand
experiment in trickle-down government” for holding
back, rather than speeding, the country’s economic
recovery. He said private-sector growth, not
government jobs and spending, is what’s needed to
restore opportunity for all. (Daniels is a featured
speaker at the ABA Government Relations Summit,
March 19-21.) “The only way up for those suffering
tonight, and the only way out of the dead end of debt
into which we have driven, is a private economy that
begins to grow and create jobs, real jobs, at a much
faster rate than today,” he said. Read Daniels’
remarks at www.in.gov/gov. Sign up for the NBA
Washington Legislative Visit and ABA GR Summit,
March 19-21, at www.nebankers.org/images/files/pdf-
public/education/2012-03-21-washington-visit-

brochure.pdf.

News Source: American Bankers Association

2 NBA Update ® www.nebankers.org ® 1-27-2012
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Rising Farm Income Boosts Farmland Values, Bank Profits

Strong farm income propelled farmland values to record highs and strengthened loan portfolios
at ag banks at the end of 2011, according to the Federal Reserve System’s Agricultural Finance
Databook. Cropland values across the Comn Belt and northern Plains soared to all-time highs
with many states posting annual value gains between 20 and 40 percent. Brisk bidding at
farmland auctions kept prices high and enticed landowners to place their land holdings up for
sale. Ag bank profits improved as borrowers repaid farm debts. In the third quarter, the return on
assets at ag banks rose further and remained stronger than their banking peers. The share of
delinquent farm real estate loans fell, and delinquent non-real estate loan volumes hit their lowest
level since 2009. With more deposits and limited gains in non-real estate loan volumes, the
average loan-to-deposit ratio at ag banks plunged to its lowest level in a decade during the third
quarter with weaker activity in the fourth quarter.

Read more at www. kansascityfed.org/research/indicatorsdata/agfinance.

We were made for times like these. ®

Developed by bankers, for bankers, Bancinsure is the only independent full-line
insurance provider specific to banks. Banclnsure’s financial institution insurance
provides peace of mind because we designed it with you in mind.

With an unmatched reinsurance portfolio, the exclusive endorsement of several
state banking associations, and a staff of financial institution insurance experts; you
can count on Banclnsure to be there for your bank when you need us most.

AGILITY

Contact Tempi Ruth at 800-541-5126 and find out how we can help you protect your
bank with Banclnsure’s insurance products designed specifically for financial institutions.

DisCIPLINE

DILIGENCE ‘:‘ -_\ =
INTEGRITY BANCINSURE®

800-682-1630 service@bancinsure.com | www.Banclnsure.co




ORDER YOUR MONTANA/WYOMING FINANCIAL

SERVICES DIRECTORY TODAY — ONLINE OR PRINT!

Mortina easy methods to order your copy of the

Wyoming 2012 Montana/Wyoming Financial

Spancial Services Directory or subscribe to
tor the Online Bank Directory:

* Mail this completed form to P.O. Box 291586,
Shawnee Mission, KS 66201

* Online: www.BankDirectoriesOnline.com *
*Free 3-day trial subscriptions available

* Fax this completed page to 913-261-7010
* Call 800-336-1120, Ext. 7053

Print Orders: (2012 ships Jan. 2012)

copies of the 2012 Montana/Wyoming Ordered by
Financial Services Directory :

(Member: $50 each plus S&H.

Nonmember: $125 each plus S&H) : Company name
INTRODUCTORY ONLINE OFFER: Street address
12-month online subscription with the purchase of the :
2012 print Montana/Wyoming Financial Services Directory. P.O. Box P.0.Box Zip
{Member: $40 per state. Associate member: $60 per state.) :
Montana Wyoming City State Zip
12-Month Online Subscription: :
12-month subscription(s) to the Online Montana and Wyoming Phonenumber
Financial Services Directory ($149 per state) :
Montana Wyomlng g Fax number
CD Orders: (Comma Delimited Format) E-mail address
0 2012 Montana/Wyoming Financial Services Directory CD ettt et
($200 plus S&H)

Directory payment information below

(Kenieas custamers — add 8.7758% eales tax to your il Chargemy: O Visa O MasterCard O Discover 3 American Express

Shipping and handling charges:
1-3 directories add $8.95 « 4-10 directories add $11.95 :  Card number — —BExpdate
11-20 directories add $13.95 » 21-25 directories add $17.95 :
For larger quantities, please call for rates. (Charges are subject to change.) * Name on card
Other directories available! California Banking Gold Book, Kansas : 5
: s . X . R : ignature
Bank Directory, Maine Bank Directory, Missouri Bank Directory, :
Mountain States Bank Directory (covering Colorado, Montana Do (Please include shipping and handiing and
. \ ! ' : Bill me Check enclosed for $ i i
New Mexico, Utah and Wyoming), Nebraska Bank Directory, New Rppkcat selos iax  your toel)
England Bank Dlrectory, Oklghoma Bank DlreCtory and the Texas 1 authorize Montana/Wyoming Financial Services Directory to continue to
Banklng Red Book . communicate with me via mail, fax and/or e-mail regarding professional development,

¢ industry news and information, along with announcements and other services.

Financial data for these directories varies. Piease visit

www.banknews.com/Directories.270.0.html for more information. : Signature - Date




Wyoming State Office (307) 233-6715
100 East B Strecet U SDA
EE—

Casper, Wyoming 82( — ———
Development
Committed to the Future of Rural Communities

Jevelopment

row the First National Bank of Gillette tops the list of
rs making USDA Guarantéed Housing Loans! In fiscal year
llette made 266 loans totaling $55,728,507.

ynal Bank of G
Total Loan Amount CONGRATUILATIONS!

: #1. First National Bank of Gillette 266 $55,728,507

Derrel L. Carruth
#2. First Interstate Bank 143 $25,603,398
i Wyoming State Director
#3. Wallick & Volk 86 $14,466,510
: #4. Premier Home Mortgage 70 $13,180,817 50 Approved Lenders Partici-
pated in Wyoming.

| #5. JP Morgan Chase 70 $ 12,405,105
1339 Guaranteed Loans made

| #6. Wells Fargo 69 $ 11,752,416 in Wyoming Communities to
| #7. Nebraskaland National Bank 54 $ 9,545,542 moderate and low income
families.

| #8. Converse County Bank 54 $ 9,494,617
' $235,827,290 in Housing

#9. First National Bank of Buffalo 44 $ 8,857,883 Loans Guaranteed made by

. USDA/Rural Development.
#10. Pinnacle Bank 59 $ 8,390,675
= - =]

Wyoming State Office Housing Staff

Timothy D. Brooks, Housing Programs Director
Shauna Gibbs, Housing Programs Specialist
Laura Koenig, Housing Programs Specialist
Yvette Wilson, Multi-Family Housing Coordinator
Tad Dyer, Appraiser

Linda McFall-Bailey, Housing Technician

Phone: (307) 233-6715 | Fax (307)233-6739




Wyoming Rural Development 2011
Housing Report

Guaranteed Loans by ( Is )ii_i._;’; TING | ender

County | r :
[atbany SR Rl SR ST First Interstate Bank $25 Million Club
Big Horn _ $14 Million Club
Jcampbell j_ 369 | 12} Premier Home Mortgage $13 Million Club

First National Bank of Gillette

ITa] {

dCarbon

Converse
Crook
| Fremont
! Goshen
Hot Sprlng
Johnson
| Laramie
{Lincoln
; Natrona
I Niobrara L =
ALK L 5lobal Advisory Gro | $3 Million Clul
Platte
Sheridan
Sublette
Sweetwater
Teton
Uinta ~ $2 Million Club
Washakie JP Morgan Chase ;
First Federal Savings
I el Wyoming Mortgage Corp u |
i Mot Designated Bank of the West i '
{Totals ?
First State Bank . |
U.S.Bank
Eastern Area Office ™ ann Mortgage, LLC
: : State Bank of PawPaw , k| [ ro g S
L e areA Dirertor Rocky Mountain Bank $1 Million Club
Torrington, WY Phone: (307) 532-4880, Ext. 4 Jonah Bank of Wyoming
Trona Credit Union

Western Area Office

Ann Stoeger, Area Director

Riverton, WY Phone: (307) 856-7524, Ext. www.rurdev.usda.gov

To file a complaint of discrimination write to: USDA, Director, Office of Civil Rights, 1400 Independence Avenue,
S.W. Washington, D.C. 20250-9410 or call (800)795-3272 (voice) or (307)233-6733 (TTY/TDD). USDA is an equal
opportunity provider, employer, and lender. USDA Rural Development is an Equal Opportunity Provider



Wyoming Rural Development 2011

Housing Report

302 Dircect

Very — Low [ncome lLoans

Low Income Loans

TOTALS

504 Loans & Grants

Repair Loans

Granls

TOTALS

Reg
Funds

$3.572.424

$4.695.860

$8.268.284

Reg,
I'unds

> [§]
S 1453481

S 14:3.481

0 -0-0-90

GUARANTEED LOAN STATISTICS

Not First Time Homebuyers 313 $ 62,212,192
First Time Homebuyers 1026  $173,615,098
Existing Housing 1,104  $183,595,201
New Construction 162  $ 36,655,516
Manufactured Housing 31 $ 6,092,070
Refinance 42 $ 9,484,503
Fiscal Year 2010 1281 $224,755,690
Fiscal Year 2011 1339  $235,827,290

Housing Programs Total for FY 2011

Housing Programs Summary
502 Direct $ 8,268,284.
502 Guaranteed $ 235,827,290.
504 Grants $ 143,480.
504 Loans $ )
HPG $ 50,000.
Multi-family Housing $ 7,793,039.

$252,082,0903
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5 Basic Steps Your Financial Institution Niéed_s_,j.o Take to Be Compliant with
Increased Standards in Ingérnet BanKing”

et

As of January 1, 2012, your regulators will be assessing your financial institution’s Internet Banking
practices at a higher standard. The FFIEC Supplement to Authentication in an Internet Banking
Environment (issued on June 28, 2011), an update to the 2005 guidance Authentication in an Internet
Banking Environment, will be taking effect to address current security threats within the Internet
banking environment. The supplement establishes five basic steps financial institutions must take to stay
compliant: perform enhanced risk assessments, implement additional customer authentication controls
for high-risk transactions, introduce controls to mitigate new threats, apply a layered security program,
and increase consumer education and awareness efforts.

1. Enhanced Risk Assessments

Where the 2005 guidance directed financial institutions to perform periodic Internet banking risk
assessments, the new guidance directs financial institutions to review and continually update these risk
assessments when: new threats (both internally or externally) are introduced, new electronic banking
capabilities or customer functionalities are implemented, or at least every 12 months. Other factors to
be considered include changes in the customer base adopting Internet banking, and actual incidents
experienced by the institution or the industry of “triggering events” such as security breaches, identity
theft, or fraud.

Without any of the triggering events, the agencies are emphasizing the expectation that financial
institutions perform periodic risk assessments on their Internet banking environment at least annually.

2. Additional Authentication for High-Risk Transactions

Electronic transactions resulting in access to customer information or the movement of funds from
customer accounts to other parties are considered high-risk transactions. To account for these, the risk
assessments discussed above need to include identification and risk-rating of Internet banking activities
and transactions, evaluate the adequacy and effectiveness of any existing controls, and address, as
appropriate and based on risk level, the implementation of mitigating controls.

As not every Internet banking transaction has the same level of risk, the controls in place should be
commensurate with risk. In recent years, commercial Internet banking transactions have tended to be
higher risk, based on the higher account balances and higher typical commercial transaction amounts.
To manage this, the new guidance suggests implementing layered security controls (discussed below)
consistent with risk, and for all commercial Internet banking customers, multi-factor authentication
should be implemented.



3. Introduce Controls to Mitigate New Threats

The new supplemental guidance includes an appendix titled Threat Landscape and Compensating
Controls which discusses new threats such as keylogging malware, man-in-the middle, and man-in-the
browser attacks. The appendix identifies minimum control expectations that should be in place to
provide the level of security that customers expect, and that protects institutions from financial and
reputational risk. Controls for mitigating these risks may be software tools that require interfacing with
Internet banking systems, or the institution’s internal network infrastructure, such as: anti-malware
software, transaction monitoring/anomaly detection software, “out-of-band” authentication and
verification alerts, and USB devices providing session security.

4. Apply a Layered Security Program

Implementing various security controls at different points in a transaction process is known as “layered”
security. Using this method, the strength of one control will generally compensate for any weakness in
another. The new guidance emphasizes the need for financial institutions to implement a layered
approach to strengthen the security for high-risk Internet-based systems. The layered security program
will need the ability to detect and respond to suspicious activity, and to provide increased controls over
administrative functions.

5. Increase Customer Education and Awareness

Finally, the updated guideline expects financial institutions to increase their customer education and
awareness efforts by providing advice and recommendations to both retail and commercial account
holders on security risks, and how to improve the security of their computers and browsers to mitigate
vulnerabilities and attacks. These efforts can be accomplished through various channels, including:
security links on the institution’s web site, branch lobby signs and brochures, customer educational
seminars, and statement mailers.

The agencies are requiring at a minimum that the financial institutions afford account holders with
disclosure explanations of protections provided, and not provided, relative to electronic funds transfers
under Regulation E (applicable to the types of accounts with Internet access). Furthermore, the
institution needs to provide assurance that they will not contact the customer on an unsolicited basis to
request the customer’s electronic banking credentials, and they need to advise commercial Internet
banking customers to perform a related risk assessment and controls review periodically. Finally, the
institution needs to provide a list of risk mitigation controls that customers should implement to reduce
their exposure to fraudulent account activity, or a listing of available resources where information
concerning these controls may be found, as well as contact information at the financial institution to
report suspicious account activity or other customer information security-related events.



Some examples of controls the customers may consider implementing to mitigate the risks of account
takeover and fraudulent account activities include:

s Maintain up-to-date operating system security patches and virus/spyware protection software

o Implement firewall and intrusion detection/prevention software or services on their home
computers

e Safekeeping and confidentiality of Internet banking authentication credentials

¢ Implement dual control for initiating and approving high risk Cash Management transactions
such as ACH origination and wire transfers

e Account activity monitoring via Internet banking account transaction history review, refraining
from opening unsolicited email and attachments, and from providing authentication credentials
to callers claiming to be representing the financial institution.

About the author

Jan Koster is a Managing Director with ICS Risk Advisors. He is responsible for the Technology Advisory
Services for the firm. He has 20+ years experience in Information Technology Risk serving the financial
services industry. He can be reached at (203) 903-6154 or jkoster@ICSriskadvisors.com.

About ICS Risk Advisors

ICS Risk Advisors is a full-service risk management firm for financial institutions. Founded by former Big
Four Partners and Federal Regulatory Examiners, our strength comes from combining our talents to
deliver risk management solutions.

With headquarters in New York City and offices across the country, ICS Risk Advisors creates,
implements, and maintains tailored regulatory compliance, internal audit, and risk management
programs for clients spanning from the world’s largest financial institutions to community banks. Our
seasoned professionals have deep industry knowledge in all risk management areas.

Our philosophy is to build lasting relationships and create value-added solutions. Our value proposition
is the confidence of more. That’s what years of experience with one single focus will get you.

www.ICSRiskAdvisors.com

Reprinted with special permission



SERVING BANKERS FOR OVER 100 YEARS!

EXPERIENCE... There is no substitute!

ANY LOSS PREVENTED IS ADDITIONAL PROFIT FOR YOUR BANK

SECURITY OFFICER’S BY-WORD

Donald M, Towle
President

Simple Steps to Discourage Bank Robberies

Bank hold-ups are again on
the rise. The teller position is
too often an entry level job in
the bank, making it difficult for
the bank to maintain tellers
who are trained in handling a
bank hold-up. Therefore, it is
important to review the bank’s
security preparations for hold-
ups.

The first thing to review is the
amount of money available to
the criminal. Each teller
should have a maximum limit
on the amount of currency in
any one teller’s station at any
one time. If that amount is
exceeded by deposits of
currency, the cash over the
maximum amount should
immediately be sold to the
vault teller and put away.

The maximum amount in
each teller’s station should be
determined by the operations
officer. He or she should set
the maximum cash limits based
upon the currency needs of the
customers and the time of the
month. Never set the
maximum cash amount for the
convenience of the tellers.
That maximum amount will
vary depending upon the time
of the month and the pay
periods of the bank’s
customers. A three month
survey of actual cash used will
give the operations officer
sufficient information to set
proper cash limits.

It is very important that the
currency in each teller’s station
be divided into a top working
drawer and a second locked
drawer.  That top working
drawer currency should be
maintained at $3,000 to $5,000
with the balance of the teller’s
currency in the locked second
drawer. That second drawer
currency is immediately
available to the teller who
needs additional cash, but not
available to the hold-up man.

The reason that it is so
important to have only a small
amount of money immediately
available to the criminal is that
most bank hold-ups involve
persons who have never robbed
a bank before.  Most bank
hold-ups are committed by
persons who have been holding
up service stations, liquor
stores, and convenience stores.
On a good night they may get
$200 or $300 from a robbery.
When a bank is robbed and a
very large amount of cash is
taken, it is like the pot of gold
at the end of the rainbow. If
these criminals see in the
newspaper or on television that
your bank was held-up and
several thousand dollars were
lost, they are motivated to rob
banks instead of their regular
stop-n-robs.

The small amount of currency
in the top working drawer is
very important to slowing the

increase in bank robberies.

The bait money should not be
placed under the bill trap. If
the robber should know that the
bill trap sets off the alarm or
instructs the teller not to set off
the alarm, the bank loses both
the alarm and the bait money
security protection.

The best protection for any
teller is to stay alert and
observe the activity in the
lobby as much as possible.
This is important for each teller
because the teller who is
selected for the hold-up is
always the teller who is paying
no attention to what is going on
around him or her. A teller
who appears to be paying no
attention to the lobby traffic is
the best teller to rob because
that teller will be unable to
make a very good witness
against the criminal. The teller
is at a disadvantage if the only
time the robber is seen by the
teller is while he or she is being
robbed.

Many potential bank robbers
have left without holding up
the bank when the bank tellers
appear, as they put it, “too on-
the-ball.” They end up robbing
the bank down the street or
across town where it looks
easier.

What your bank and tellers do
in preparation can actually
prevent a hold-up.

The Kansas Bankers Surety Company

Serving the Heartland of America Since 1909

Phone (785) 228-0000

P.O. Box 1654, Topeka, Kansas 66601-1654

RATED A++ (SUPERIOR) by A.M. Best



A Change of Pace in Authentication
Social media has escalated the fight against online fraud
By Michael Scheibach, Executive Editor

If your bank or credit union is still asking traditional challenge questions for its online or mobile log-in
(e.g., “What is your mother’s maiden name?”), you are becoming increasingly vulnerable to fraudulent
activity. The reason? Thousands (millions?) of social media enthusiasts are sharing their personal lives
with online friends, followers and, unknowingly, technically sophisticated fraudsters.

“Social media has had an enormous impact on identity authentication,” said Jodi Florence, vice
president of marketing at IDology, which provides identify verification solutions. “It is easier than ever to
find out personal information about someone through social networking sites. Couple this with the fact
that most consumers have a hard time remembering the answers to their shared secrets and so will end up
using factual information.”

Federal Financial Institutions Examination Council guidelines released this past summer
addressed the growing threat from social-media sharing by advising financial institutions to move beyond
so-called traditional challenge questions to knowledge-based authentication or out-of-wallet questions for
online/mobile identity authentication. These questions deal with facts only the customer would know
(e.g., “What was the color of your first car?” or “What is your monthly car payment?”’). The guidelines
further recommend customers be required to answer more than one question, and a red-herring question
be added “designed to trick the fraudster, but which the legitimate customer will recognize as

nonsensical.”

F ™ “The biggest challenge facing Fls . . . is their ability to change at the same pace as
fraud.”
Jodi Florence,

vice president of marketing, IDology

Fortunately, a growing number of banks and credit unions are transitioning to more robust
authentication solutions. This is critical because fraudsters do not discriminate by bank size or location.
As a result, financial institutions not only need multifactor authentication in place, but they also must

know when an account may be under attack, such as logging in from a new device and forgetting a



password; contacting a call center to change a password; or initiating a change of address or account
information.

Florence recommends three steps to help prevent fraudulent activity:

1. Deploy an out-of-wallet question solution with your branch representatives that take inbound

phone calls.

2. Automate your online and mobile banking account-origination processes by incorporating

identify verification using out-of-wallet questions.

3. Define which customer transactions are considered high risk, and replace shared-secret

questions with custom out-of-wallet questions.

With software-as-a-service technology, these steps can be implemented using next-generation
identify verification solutions without the purchase of additional hardware or software. For example, a
bank or credit union can integrate the SaaS-based ExpectID verification solution from IDology into its
website or online platform through the company’s application programming interface, deploy the solution
in its call center using IDology’s real-time Web portal and even deliver questions to a mobile device.

“The biggest challenge facing FIs face today, and most likely will continue to face in the future,”
said Florence, “is their ability to change at the same pace as fraud.” Keeping pace is not easy, however. A
recent report by Javelin Strategy and Research, for example, indicates that KBA authentication is losing
favor among consumers. “Our research shows that almost two-thirds of consumers are interested in using
biometric authentication,” said James Van Dyke, president of Javelin. Although biometrics can be used to
strengthen the process, Florence points out that using out-of-wallet questions is still needed to determine a
person’s identity.

The best advice is to remain vigilant in offering a secure online/mobile authentication solution,
and to educate customers about the effectiveness of the solution in protecting their accounts. The result,
Van Dyke and Florence emphasize, will be improved customer retention and increased usage of more

cost-effective remote banking channels.

Reprinted with permission from the January 2012 issue of BankNews.



Cheryl Johnston

From: ABA News Release [abanewsrelease@aba.com]

Sent: Wednesday, January 11, 2012 9:10 AM

To: Carol Kaplan

Subject: ABA Stonier Graduate School of Banking Open for Enroliment

FOR IMMEDIATE RELEASE
January 11, 2012

ABA Media Contact: Carol Kaplan
(202) 663-5471

E-mail: ckaplan@aba.com
Follow us on Twitter @ABABankingNews

ABA STONIER GRADUATE SCHOOL OF BANKING OPEN FOR ENROLLMENT
Seats filling fast due to new partnership with the Wharton School

PHILADEPHIA — The ABA Stonier Graduate School of Banking, the nation’s premiere graduate banking school, is
accepting applications to the 2012 program, its second year in partnership with the Wharton School in Philadelphia. The
Wharton School is ranked as the nation’s number one business school in the U.S. by the Wall Street Journal.

This year's session takes place at the University of Pennsylvania in West Philadelphia’s University City from May 31 to
June 7, 2012. The experience provides Stonier students with direct access to Wharton faculty and its leading edge
research, knowledge base and repository of thought leadership.

This year’s keynote speaker is John Allison, former chairman and CEO of BB&T Corp. Allison was recognized by the
Harvard Business Review as one of the world’'s top 100 CEO’s of the last 10 years.

Stonier faculty members include Wharton’s Mario Moussa, PhD, MBA, who also serves as Stonier's Wharton academic
director. New faculty members this year include:

. Jo Ann S. Barefoot, Co-Chair, Treliant Risk Advisors, former U.S. Deputy Comptroller of the Currency
. Mark W. Olson, Co-Chair, Treliant Risk Advisors, former member of Federal Reserve Board of
Governors

The ABA Stonier Graduate School of Banking trains the future leaders of the industry, most students hold the titles of vice
president or senior vice president. Twenty percent are executive vice presidents, chairmen, or CEO'’s. In addition, many
represent federal regulatory agencies or firms serving the industry. All are considered rising stars in their organizations
and represent more than 45 states and 18 foreign countries. In the past 75 years, Stonier has trained more than 20,000 of
the nation’s top banking executives and government regulators, many of whom have reached the pinnacle of their
organizations.

Stonier students are guaranteed a once-in-a-lifetime learning experience.

“The Stonier ABA program has been extremely valuable in my job. As chief operating officer, | am able to take a lot of
what I've learned in the first year and apply it at work. | can’t wait for year 2,” says Kevin Miller, chief operating officer of
First Keystone Community Bank.

“These are among the most curious, energetic, and intelligent people | have ever worked with,” says Michael Peterson,
senior vice president of Capmark Bank. “It is a privilege to be a part of this distinguished group of individuals who will
carry the torch for the banking industry in the coming years.”

Applicants to the ABA Stonier Graduate School of Banking are encouraged to apply early for prompt consideration.
Graduates will receive a Stonier diploma in addition to a Wharton Leadership certificate. More information on the program
is available by calling 1-800-BANKERS or by visiting www.abastonier.com.




Managing Payments,
Driving Solutions

We're Vantiv. Dedicated, strategic professionals with 40 years of experience developing
innovative payment processing solutions for financial institutions and merchants. We offer an
extensive suite of debit, credit, prepaid, ATM and merchant services to provide you with new
sources of revenue. Our people, technology and partnerships are the Vantiv difference. Let's
discuss your future success.

Let’s Talk Payment Processing
303.399.8929
Heidi.Saba@vantiv.com
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Importance of Liability Waivers in Commercial Loan Workouts
By David A. Sprentall

Due to the lender liability litigation fad of the late 1980s and early 1990s, most
institutional lenders significantly tightened their documentation, particularly in workouts
and restructurings. Various provisions such as pre-negotiation agreements, reaffirmations
of security and waivers of lender liability claims became common. While lender’s
counsel have generally believed these provisions are enforceable in a commercial loan
context, it is always comforting to see a court agree.

In the recent case of Interpharm, Inc. v. Wells Fargo Bank, National Association, the U.S.
Second Circuit Court of Appeals upheld a lower court decision dismissing various claims
made by a defaulted borrower against Wells Fargo. The facts of the case are relatively
straightforward and not unusual. Interpharm was a commercial borrower with a revolving
credit facility secured by accounts receivable and inventory. As Interpharm’s business
deteriorated, there were various defaults on the loan agreement that resulted in workout
negotiations and increasingly restrictive credit terms. Throughout the workout, Wells
Fargo and Interpharm entered into a series of forbearance agreements, each of which, in
addition to other terms, included a waiver by the borrower of any claims against Wells
Fargo. Ultimately, Interpharm paid off the debt through the sale of assets, but sued Wells
Fargo alleging breach of contract, breach of the duty of good faith and fair dealing,
tortious interference with business expectations, unjust enrichment and breach of
fiduciary duty - all common lender liability claims.

Wells Fargo sought to dismiss these claims based on the releases of lender liability
contained in each of the forbearance agreements. Interpharm, in turn, tried to argue that
dismissal was not appropriate because the waivers were a product of “economic duress.”
Essentially, Interpharm argued that it had no choice but to agree to the terms of the
forbearance agreements and waivers or to file for bankruptcy, which would have made it
impossible to continue its business.

The court pointed out that in order to invalidate a contract on the ground of economic
duress, the borrower would have to show that the agreement was procured by means of
(i) a wrongful threat that (ii) precluded the exercise of its free will. After a lengthy
analysis, the court concluded that a threat to exercise a legal right could not be the basis
for a claim of economic duress. In other words, as long as the lender had no duty to
continue to provide credit as a result of the borrower’s default, the fact that the lender
may have engaged in aggressive workout tactics did not make its actions wrongful. The
case was dismissed since the borrower could not overcome the waivers in the forbearance
agreements.

A few observations:

13801318.1



. The lender’s position was strengthened by having a clearly drafted waiver
of claims in each of the forbearance agreements (note that this case was
decided under New York laws - individual state laws may vary on the
enforceability and requirements for a valid waiver of claims).

° Although the lender aggressively pursued its rights, it always had a
definite material default to point to.

o The lender appears to have only proceeded to grant concessions when
there was a written forbearance agreement - in other words, the process
remained formal rather than relying on verbal agreements and
understandings.

° The Court noted several times that the forbearance agreement expressly
stated that it superseded all other negotiations and was unambiguous -
both of which are crucial in keeping out evidence of contrary negotiations.

In short, this case demonstrates the benefits of a tightly run workout process with well-
documented forbearance agreements. Whether or not the lender would have prevailed on
the lender liability claims, it saved significant time and expenses by having those claims
dismissed based on the waivers.

© Snell & Wilmer L.L.P. 2011 All Rights Reserved. The purpose of this legal article is
to provide readers with information on current topics of general interest and nothing
herein shall be construed to create, offer or memorialize the existence of an attorney-
client relationship. The content should not be considered legal advice or opinion because
it may not apply to the specific facts of a particular matter. Please contact a Snell &
Wilmer attorney with any questions.

David A. Sprentall is a partner in the Phoenix, Arizona office of Snell & Wilmer and is admitted
to practice in Arizona. His practice is concentrated in real estate law, commercial law, financial
institutions regulation law, real estate finance law and construction law.

Reprinted with special permission.
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CONFERENCE OF STATE BANK SUPERVISORS

January 25, 2012
MEDIA RELEASE

Conference of State Bank Supervisors
1129 20 Street, N.W., Ninth Floor, Washington, DC, 20036

American Association of Residential Mortgage Regulators
1025 Thomas Jefferson Street, NW, Suite 500 East, Washington, DC, 20007

Wyoming Division of Banking Receives Certificate of Mortgage Accreditation

Washington, D.C.—The Conference of State Bank Supervisors (CSBS) and the American
Association of Residential Mortgage Regulators (AARMR) announced today that the Wyoming
Division of Banking (the Division) has received a certificate of accreditation for mortgage
supervision. This accreditation certifies that the Division maintains the standards and practices
in mortgage supervision set by the CSBS and AARMR Mortgage Accreditation Program.

“I would like to thank my staff for all of their hard work since the inception of the Wyoming
Residential Mortgage Practices Act passed by the state legislature in 2005,” State Banking
Commissioner Jeff Vogel said. “The Act gave us the necessary tools to provide fair and balanced
supervision to mortgage brokering and lending companies doing business with Wyoming
citizens.”

The Wyoming Division of Banking is responsible for the supervision and regulation of state-
chartered banks, trust companies and licensed non-depository financial entities operating in the
state. This is the Division’s first accreditation for its mortgage regulatory program. It is the 12"
state in the country to receive the accreditation.

“Congratulations to Commissioner Vogel and his staff for meeting the high standards required
in attaining the mortgage accreditation,” said AARMR President Darin Domingue.

“The Wyoming Division of Banking is on the leading-edge of mortgage supervision,” said John
W. Ryan, CSBS President and CEO. “By receiving this accreditation Commissioner Vogel and his
staff have demonstrated their commitment to superior supervision of the residential mortgage
industry in the state of Wyoming.”

1129 20" STREET, N\W. - NINTH FLOOR » WASHINGTON, DC - 20036 -
WWW.CSBS.ORG » 202-296-2840 - FAX 202-296-1928



The CSBS and AARMR accreditation team seeks to strengthen state mortgage departments and
to demonstrate the high quality of state banking departments to the general public, the federal
banking agencies, Congress, and other state banking departments.

The accreditation process begins with the completion of an extensive self-evaluation
questionnaire on all department operations: administration and finance, personnel, training,
examination, supervision, and legislative powers. Next, an external review team comprised of
veteran state and federal regulators performs an on-site review and presents its findings to an
audit team and to the Performance Standards Committee, the members of which vote on the
reports of the review team and the audit team.

# # #
Media Contacts:

Catherine Woody, Senior Director of Communications, cwoody@csbs.org or 202.728.5733
Rockhelle Johnson, Manager of Communications, riohnson@csbs.org or 202.407.7156

The Conference of State Bank Supervisors (CSBS) is the nationwide organization of banking regulators
from all 50 states, the District of Columbia, Guam, Puerto Rico, and the U.S. Virgin Islands. State banking
regulators supervise approximately 5,500 state-chartered financial institutions. Further, the majority of
state banking departments also regulates a variety of non-bank financial services providers, including
mortgage lenders. For more than a century, CSBS has given state supervisors a national forum to
coordinate supervision of their regulated entities and to develop regulatory policy. CSBS also provides
training to state banking and financial regulators and represents its members before Congress and the
federal financial regulatory agencies.

The American Association of Residential Mortgage Regulators (AARMR) is the national organization
representing state residential mortgage regulators. AARMR's mission is to (a)promote the exchange of
information between and among the executives and employees of the various states who are charged
with the responsibility, pursuant to the laws of the individual states, for the administration and
regulation of residential mortgage lending, servicing and brokering; (b) assist in resolving conflicts of
jurisdiction in relation to mortgage lending, servicing, and brokering; (c) promote a better understanding
of mortgage regulation; (d) develop model legislation applicable to the administration and regulation of
mortgage lending, servicing and brokering; (e) increase the knowledge and ability of those engaged in
the administration and enforcement of mortgage regulation and those engaged in mortgage lending,
servicing or brokering by organizing and sponsoring lectures, seminars, and training programs and by
providing a forum for the exchange of information; and (f) do everything necessary, proper, advisable or
convenient for the accomplishment of the Corporation’s purposes and goals.
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This newsletter is an instrument of

the Enterprising Rural Families: Issue 1

Making It Work program of Univer- = .

sity of Wyoming Extension. For Difficult Conversations-

further information concerning the Tackling the Tough Ones (Part 1)
Enterprising Rural Families pro- Mary M Martin

gram or on-line course contact Area Community Development Educator
information@eRuralFamilies.org or

g0 to http://eRural Families.org/. Communication is at the heart of any organization and family enter-

prise. Difficult conversations are anything that someone does not want
to talk about. Yet an honest robust conversation with our self and oth-
TIP OF THE MONTH ers is the most effective means of change. It is fear, of the emotional

consequences of the conversation, which most often delays people from

The definition of the rural family  entering into a difficult conversation. And unfortunately when the long

business includes: dreaded conversation finally occurs, typically we
think and feel a lot more about the topic than what

o The principles of the business we actually got to say.

are related by marriage or kin-

ship. e Who is the opponent? What are they thinking
e Family members include the about the sttuation? Are they even thinking about
principles and do the work. the situation?

e The family lives and works in
the same location.

o The principles own and man-
age the business.

o Business ownership and mana-
gerial control are transferred
between generations with the
passage of time.

The reason why a conversation is difficult is that

there are feelings involved. Strong emotions can be brought up in a dif-
ficult conversation and strong emotions can create difficult conversa-
tions. It’s not just the expressing of strong emotions that is the obstacle,
experiencing strong emotions can be very disarming in a conversation.
Knowing that the conversation is going to trigger someone’s anger or
tears is unsettling. Discomfort with the emotions is the reason why
many try to strategize an approach to the conversation by addressing
just the facts. Focusing on facts can be an unsuccessful strategy for

A critical distinction between many reasons.

the family system and business

system is in the management of A gsumptions and Intentions

key issues. Family and business

consultants tell business owners to It is very easy to assume that we know what the other person’s inten-
keep family life and work life sep- tions are, however, our beliefs about another’s intentions are often
arate. However, this is not possible wrong. We base our assumptions on our own feelings. I feel slighted, so
for members of a family business. you meant to slight me. Unraveling the role of intentionality requires
The two systems are dynamically  honesty, realizing that we tend to think the worst of others and the best
intertwined. of ourselves.

The basic motive of the family Another problem we create is that we think if we explain that we in-
is to seek harmony, while that of tended no harm, the other party has no reason or right to feel hurt. To
the business is to seek profit. avoid the mistake of assuming that what I'm looking at is fact, and that
my view of the matter is correct, I must avoid the leap from impact to
intent. Simply ask the other part what is their intent. Remain open-
minded about your own interpretation of their intent. r



If we are serious about discussing what matters most, moving from blame to personal contribution is an
important journey to embark upon. Become mindful of your role in the situation and how you have con-
tributed to the problem. Know your mistakes. Stone, Patton and Heen in their book, Difficult Conversa-
tions advise “The more easily you can admit to your own mistakes, your own mixed intentions, and your
own contributions to the problem, the more balanced you will feel during the conversation and the higher
the chances it will go well.” Honestly looking at our intentions will help us recognize that we may have
contributed to the problem. As a mediator I've learned that there are usually as many “truths” in a con-
flict as there are parties.

Emotions

In most difficult conversations, it’s not just the expression of the strong emotion, it’s the reality that the
emotion is being experienced internally, which interferes with our ability to listen. If ’'m hurt and
caught up with that feeling, it's hard for me to listen, think about or formulate a response in the conver-
sation. Sticking to the facts can’t work because the emotion is the issue. If we stick to just the facts,
we’ve missed the whole point of the difficulty.

In a conflict, we tend to judge emotions. Labeling emotions as “good” and “bad”
isn’t helpful. For example, happy and content are “good” emotions, mad and un-
friendly are “bad” emotions. These judgments can interfere with our ability to
hear. Emotions are a source of information. My emotional response gives me in-
formation about what’s working or isn’t working for me. If I'm in a situation
where I'm feeling angry it may be that one of my values is being violated.

A strong emotion can bring a distinction between how a person feels and what they do. People can take
anger and turn it into something positive. Attempting to frame difficult conversations in ways that ig-
nore the emotional context is denying that emotions are important components of who we are. The way
we bring emotions into the conversation rather than acting them out is a skill which aids us through dif-
ficult conversations.

Managing our own responses and managing our responses to the other person’s emotions are compo-
nents of the discussion strategy. How do I manage my responses? Coming to an understanding of my
emotional triggers will prepare me for these conversations. Unexpressed feelings will most likely leak
back into the conversation.

Feelings can become the trigger in a difficult conversation. There are things that people can say to us
that don’t trigger us emotionally. People’s sense of themselves varies. I may be very attached to my crea-
tive ability and totally unattached to my prowess with computer programming. Someone else may see
computer programming as a core piece of their identity and not care at all that someone implies that
they aren’t very focused on their kids’ needs.

If you are not sure of what the feelings are that are driving you on this issue: Go to a quiet place, think
about the situation, and begin to journal. Write what you are feeling and thinking.

Core values

Some conversations are difficult because they threaten or challenge a person’s
sense of who they are: their identity or core values. If you haven’t assessed your
core values, make a list of the things that describe you. This list will help you
identify what is a core value to you. Compare the feelings that you have identi-
fied in your journal exercise with your core value list. This exercise will help to
identify triggers which are driving the situation you face.

Continued next month...
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EXPERIENCE
GSBC!

2012 Tuition

$3.645 plus a $300 processing
fee; Includes housing., materials
and meals

Scholarship opportunities available:

Apply today!
fo apply online or to
download an application, visit

www.GSBColorado.org

“I'am bringing so many new ideas
back to my bank after just the
first two weeks of classes that |
believe GSBC will quickly pay for
itself in improved profitability.”
Judy Soules, GSBC Class of 2013
Randolph National Bank,

Randolph. Vermoni

Gi 'ﬂﬁate School of Banking
- — at Colorado

he landscape for community bankers is more dynamic and changing
faster than ever before. Banks are experiencing unprecedented times, and

the GSBC Experience provides a platform to refine and challenge our thinking of

what the future of banking will be. The courses are relevant, the guest speakers are

experts in their disciplines, and the overall experience is an invaluable tool in shaping

the next generation of bank leaders.”
— Jamie Hardy, GSBC Class of 2012
Home State Bank, Fort Collins, Colorado

WHY INVEST IN A GSBC EDUCATION?

< Current and Relevant Curriculum < Focus on Community Banking

¢ Leadership Development < Expert Faculty and Top-Notch Facilities
+ Networking Opportunities <+ Scenic Boulder, Colorado Location

< Direct Takeaways to Enhance Bank Performance

HIGHLIGHTS FROM THE 2011 SESSION:

The Future of Community Banking
President of the Federal
Reserve Bank of Kansas City,
Thomas Hoenig

Current Events Symposium

Strategies for Improved Performance
in the Current Environment

David Kohl, Ed Krei, Don Musso,
Responding to New Richard Hamm
Compliance Requirements

Tyrone Beasley Emerging Technology in Banking

Lee Wetherington

America’s Premier Community Banking School

www.GSBColorado.org

800.272.5138 GSBC@GSBColorado.org



CUTTING EDGE Covzzececlovsre

Structured around four academic tracks, students will take all core classes listed below as well as customize their schiedule by
choosing the electives most appropriate for their career path. Intersession research projects and evening presentations focus on
current issues affecting community banks and will provide direct takeaways to enhance your bank’s performance.

CURRICULUM SUBJECT TO CHANGE

ik Manag
~ % Economics for
Enterpris

hallenging and timely only begin to describe

the learning opportunity that is the Graduate
School of Banking at Colorado. The instructors are
knowledgeable and engaging while the intersession
projects are thought provoking and catalysts for
change. The School’s emphasis on community
banking makes the GSBC Experience a
worthwhile investment.”

— Glenn Reid, GSBC Class of 2011
Clinton Bank, Clinton, Kentucky

W Z ; Graduate School of Banking at Colorado
1540 30th Street, Suite 147 < UCB 411 < Boulder, Colorado 80309

TODAY! 500.272.5138 + GSBC@GSBColorado.org ¢ www.GSBColorado.org
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